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Abstract

A pseudo-quantum system consisting of laser diodes, wave retarders,
beamsplitters, and photodetectors was employed to study encryption of data through
binary transmission. The Jones vectors for each optical element can be represented
in matrix notation and operated on through linear algebra computation. The laser
diodes emit polarized photon pulses which can be represented by 2 x 1 matrices
which are treated as transmitted bits. Because of the inherent randomness of
polarized photons through a beamsplitter any intermediate detection and
subsequent transmission of bits by a third party can immediately be detected. In this
study, a total error rate of 25% was calculated for a 20-bit key and 52-bit protocol

when the transmitted signal was intercepted in agreement with theory.
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Study of Quantum Cryptography with a Thorlabs Teaching Apparatus

Introduction

Through history it has been important for one to be able to transmit information
without interception by another party, particularly in times of war. As people
developed increasingly clever ways to encrypt information, the field of cryptography
was born. Cryptography holds particular importance in the present information age,
where sensitive data like banking information is being transmitted electronically [1].
Computers rely on encryption using complex algorithms and pseudorandom code
generation. Since this coding is not truly random it can be compromised when
computers employ “brute-force” methods, where they break down the code. Quantum
cryptography can eliminate the possibility of these brute-force attacks, as it creates
both a truly random code and alerts the senders that an “eavesdropper” is present
[2]. Both these perks are derived from the fundamentals of quantum mechanical
properties. The first is the ability of generating a truly random key [1]. For example,
when a diagonally polarized photon passes through a polarizing beamsplitter, it must
“decide” which way to be transmitted. This either reflection or transmission cannot
be predicted, since the diagonal polarization is a superposition of both the horizontal
and vertical states there is 50% chance that either reflection or transmission could
take place. This is one case of true random behavior in nature.

The other employment of a quantum mechanical property is in the detection of an
eavesdropper. When taking a measurement at the quantum mechanical level, it is
impossible to do so without changing the state of that which is being measured [1]. In
order to take a measurement of a photon, it must be interacted with in some way,
which will destroy the photon.[2] Since the collection of the information also
destroyed it, it can no longer be transmitted to the receiver. The eavesdropper must
generate a new photon for the receiver to collect, but he does not know the exact
polarization state which the sender delivered to him. A new photon must be sent with
an assumed polarization state. It is statistically impossible over even a short key for

the eavesdropper to randomly guess the correct polarization states, so his presence
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will inevitably be detected [2]. Data is transmitted from the sender (Alice) to the
receiver (Bob) with this apparatus via the BB84 protocol. This protocol utilizes two
bases in order to generate a secure key, which determine the orientation of the half-
wave plates and then the corresponding binary bits. An example is shown in Figure

1.

Bit + Basis | X Basis

0 0° -45°

1 90° 45°
Figure 1

Theory

The polarization states of each photon can be represented using Dirac matrix
notation. Vertically and horizontally polarized photons can be represented as shown

in Eq. 1:

oy — [0 oy — [1
oy =[7] 190 =]
(1)
Scalar matrix multiplication is used to describe the probability of photons interacting

with polarizers.

o oy — * 0 -
(90°10°) = [1 0]*[]] =0 )
l01°=0

This describes the interaction of a horizontally polarized photon interacting with a
vertically oriented polarizer. There is a 0% chance that the photon will be

transmitted.

Diagonally polarized photons can be expressed as a linear combination of

horizontally and vertically polarization states.
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145°) = =190°) +510°)  [-45%) = —=[90°) - 510°) (3)

Another behavior which is described through linear algebra is the interaction of a

photon with a half-wave plate.

The matrix in equation 4 represents a half-wave plate, with 8 representing the

orientation [4].

_ Zizfcos(28) sin(20)
IS = = sin(20) —sin(26) (4)
The probability of a horizontally polarized photon being transmitted through two

half-wave plates oriented at angles 8, = 0° and 6, = 0°, given by:

((HWP, « HWP, * )T x H)? = 1 (5)
112 =1
The square of the scalar product indicates there is a 100% chance a horizontally

polarized photon will result from this half-wave plate combination.

Experim Procedure

Signals were sent by Alice via polarized pulses of light from a diode laser. In order
to sent data,she choses a wave plate orientation based on the intended bit to be sent.
Bob then receives a bit based on the orientation of his wave plate. The signal then
passes through a horizontal beamsplitter, where it is transmitted into one of two
detectors. The detector the light is transmitted or reflected into one of the two
detectors. The detector which receives the signal will blink and LED. The detector
which lights up indicates whether the bit was a 1 or a 0. In order to create a secure
key the bases are chosen at random by Alice and Bob and not shared with one another
until after the information to create the key has been transmitted. Then, the bases are

shared publicly. [1]
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Detector power supply

ALICE

BOB

Laser power supply

Figure 2

After data was successfully transmitted between Alice and Bob an eavesdropper
(Eve) was added. Eve consists of all of the same components of both Alice and Bob, as
she must both receive and then transmit signals. Eve chooses her bases at random.
She receives the correct bit only 75% of the time. There will be an average
discrepancy among 25% of the transmitted data between Alice and Bob when Eve is

present.

Detector power supply Detector power supply

Laser power supply

EVE
Figure 3

Figure 4 demonstrates a horizontally polarized beam passing through a half wave
plate oriented at 45° and then a polarizing beamsplitter. The beamsplitter transmits

the horizontal photons and relflects the vertical photons. These photons are
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distributed evenly between the two detectors. If this were a single photon, it would

have a 50% chance of interacting with either detector.

ALICE

0 orientation

. BOB

(o]

Figure 4

Results

A one-time pad (key) was created, as shown in Figure 5. The bases and bits were
randomly chosen by Alice, while only the bases were randomly chosen by Bob, and
the resulting transmitted bits were recorded. In all places where the bases between

Alice and Bob matched the information was recorded, otherwise it was discarded.

i\

I

10| 11l/12/13/| 14| 15| 16 | 17| 18 | 19!

(Alice[1 [2 [31]al] 9
Basis | + Ix |x x|+ !lx [ Tallux [+ [le IxUxlex [+ [ells [¢]
Bt [0 |1 |Jollolo||1 1/0 /1 1ot Jojo |1 |lollo |1
| ||
| ! !
Bob 4. |5|6 9 [10(121)12|13]14]15|16|17]18]19
Basis | x Ix Ix]]+!]+ |x e [ e [x o Lo fe [x [#l[x [+
1 ¥ T B 1 1 |1 rn L] 1 4
gt Jo [1 Jo/fo/fo/f1 fo [1/fo |1 |1 flo/[l1/flo/fo [1 flo/]o |ia]

Figure 5

An example below of the encoding of a message which was transmitted via the

Thorlabs apparatus, and then retrieved and decoded.
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Letter H i
Data bit 00111 01000
Key bit 00011 01001
Encrypted bit | 00100 00001
Received bit 00100 00001
Key bit 00011 01001
Data bit 00111 01000
Letter H 1
Figure 6

Messages are encoded and decoded using binary addition.

Figure 7 is an example of an attempt to create a key with an eavesdropper present. It
was shown that in some transmissions, such as columns 4 and 8, there are places
where the bases match while the bit does not. This is evidence of an eavesdropper’s
presence. This occurs because Eve is forced to randomly choose bases, as Alice only

shares her bases after the data has been transmitted.

Alice[1 |2 (3 |4 (5 |6 |7 |8 |9 |10 [11 |12 |13 |14 |15 [16|17|18]| 19
Basis | +

Bit O |1 {0 ]|]O0 |0 |1 |O |1 |JO |1 1 o) 1 0 0 1 /0 [0 |1

x
x
+
x
+
b
-+
-+
x
+
>
+
+
+

Eve |1 |2 |3 |4 (5 |6 |7 |8 |9 [10 |11 |12 |13 |14 |15 |16 |17 18| 19
Basis

Bit 1 |1 ]0]|]0]O0 1 (1 ]JoOo |1 |1 1 0 0O |o 0 1 1 [0 |1

>
+
+
>
x
+
x
+
<+
+
+
x
+
x
+

Bob 1 2 3 4 5 |6 7 8 9 10 (11|12 |13 )14 | 15|16 |17 ]| 18| 19
Basis + X + X X + + X + X +
Bit 1 0 |0 1 0|0 1 0 1 1 1 1 0 0 0 0 0 |1 1

+
>
x
+
+
+

Figure 7
When an eavesdropper is detected as above, no more information will be sent

between Alice and Bob.

Discussion

The employment of quantum cryptography and the BB84 protocol ensures a
secure transmission of data. After the data bits are transmitted and the bases are

shared between Alice and Bob, they see which bases match one another and confirm
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that the bits match. If the transmitted bits do not match, then they are aware of the
presence of an eavesdropper and stop communtication. This is especially secure
when Eve measures the photon transmitted by Alice, it is then destroyed. It cannot be
copied or passed on if a measurement of the photon is taken. Eve is forced to generate
a new photon to send to Bob. But, since the bases have not been shared by Alice yet,
she must guess the bases to use when she transmits to Bob. Bob will receive data bits
and compare the chosen bases and the bits received. If there are places in which the
bases match and the bits do, then Alice and Bob know that an eavesdropper is present.
Once the key has been established, then an eavesdropper will not be able to interpret
the encoded messages which will be sent. It is also near impossible for the

eavesdropper to guess at the key due to the inherent randomness of photon behavior.

Conclusion

This system employs a pulse of light from the laser rather than a single photon, it
is not a quantum system but rather a psuedoquantum system. A single photon
transmission is required if it were to be a true quantum system. Nevertheless,
Quantum Cryptography shows promising potential for the future of cryptography. If
it could be employed commercially it would be an asset to those who require the
secure transmission of information. The interent randomness of photon behavior and
the inability to copy a photon ensures for the secure transmission of data. The
challenge that lies ahead is with the transmission of a single photon. This proves to
be both difficult and expensive, especially over long distances. Photons are sensitive
and easily destroyed, so the transmission of a single one carrying a piece of data has

proven to be difficult..
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